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Trellix Global Threat Intelligence

CYBER DEFENSE MAGAZINE
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South Korea - Threat Landscape (1 Week)

Total - Detections: 6,724,585
Campaign - Detections: 4,650

77 /7 NN\
Detections correlated to threat actor activity N 77NN\
) 2 777NN\
Total - Unigue MDb5s: 170 /7 7N\ N\
Number of files after duplicates are removed and each TEARN
file can be detected more than once. The separate 77 /7 NN\
detections combined equal the total detections. : /7 /7 NN\
. . 77 /7 NN\

— . ? 93
Campaign - Unique MDbGs: 170 w1 77 7\ AN
Number of files that are correlated to known threat /7 NN\
actor activity pE /7 /7 N\ A\
. _ /7 1\ N\
Total - Unigue Customers: 10 prc- 777\
Number of customers after duplicates are removed /] VA
!/ / LR

Campaign - Unigque Customers: 10

Number of organizations that the Campaign - Unique
MDSs are correlated to
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TrellixX
Q Search... (e.g client_country:US AND _exists_:e\

) parsed_tags.threat-actor: kim:

Global Malicious File Detection

Malicious File Detection Counts
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APT 43(Kimsuky)

DETECTIONS - CAMPAIGN THREATS

3,631

Total - D

3,631

38 38

ions  Total - Unique MD5s Campaign - Unique MD5s  Total - Unique Ci
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ss  Top Whols Sectors

® Energy/Oil & Gas
@ Outsourcing & Hosti...
@ Government

@ Healthcare

@ Education

® Pharma

@ Utilties

@ Wholesale

@ Banking/Financial/W...
@ Retail

@ Manufacturing
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Threat Intelligence Advaggfeé(?ls'l'great Network Network Security Web Gateway 3d Party

Exchange Server Forensic Platform Solutions
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Global Threat
Intelligence

Data

Layer

Anti-Spam Enterprise AntiVirus Endpoint Endpoint DLP Application
Security Module Module Endpoint Control
Manager
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Global Threat
Intelligence
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Threat Intelligence Advanced Network Security Web 3 Party
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Layer
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Exchange Server Threat Defense Updated file Platform Gateway Solutions
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Threat Intelligence Network
Exchange Server

Network Security 3rd Party
Forensic

Platform Web Gateway Solutions
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‘\__/' 0 File: Possibly MahaouI

Layer I T I I

Anti-Spam Enterprise Security
Manager

Global Threat
Intelligence

AntiVirus

Endpoint Endpoint DLP Endpoint
Module Module

Application
Control

Trust Level: Medium

Action: DLP Monitors for Data
Loss
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